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	  Part	  1:	  	  
AES-‐Based	  Authen(cated	  

Encryp(on	  Modes	  	  
and	  High-‐Performance	  SoKware	  

	  
	  

Based	  on	  joint	  work	  with	  Mar(n	  Lauridsen	  
and	  Elmar	  Tischhauser	  

	  
	  



Scope	  

•  Focus	  on	  modes	  of	  opera(on	  for	  block	  ciphers	  
•  Underlying	  block	  cipher:	  AES-‐128	  	  
•  Context:	  CAESAR	  compe((on	  	  
	  



CCM:	  Counter	  with	  CBC-‐MAC	  
[R12]	  



GCM:	  Galois/Counter	  Mode	  
[MV04]	  



OCB:	  Offset	  Codebook	  Mode	  

+	  
•  1	  AES-‐128	  call	  per	  block	  
•  well	  parallelizable	  
	  

-‐	  
•  enc/dec	  different	  
•  (patents	  pending)	  

[RBBK01]	  
	  [BR02]	  	  
[R02]	  	  
[R04]	  	  

[KR11]	  



OTR:	  Offset	  Two-‐Round	  

+	  
•  1	  AES-‐128	  call	  per	  block	  
•  well	  parallelizable	  
•  only	  BC	  enc	  is	  needed	  for	  both	  	  
	  	  	  	  	  	  OTR	  enc	  &	  dec	  
	  

-‐	  
•  Feistel	  limits	  parallelizability	  	  

[M13]	  



JAMBU	  
[WH14]	  



MCoE-‐G:	  nonce-‐misuse	  resistant	  &	  
one-‐pass	  

[FFLW12]	  

•  serial	  
•  1	  BC	  call	  +	  mul(plica(on	  in	  GF(2n)	  per	  block	  	  
•  nonce-‐free	  
•  one-‐pass	  
•  common-‐prefix	  preserva(on	  



POET:	  Nonce-‐free	  one-‐pass	  
[AFFFLLMW14]	  

	  
•  1	  BC	  call	  +	  2	  mul(plica(ons	  in	  GF(2n)	  per	  block	  or	  3	  BC	  calls	  per	  block	  	  
•  nonce-‐misuse	  resistant	  
•  one-‐pass	  
•  common-‐prefix	  preserva(on	  
•  “pipelinable”	  but	  rather	  serial	  



COPA:	  	  
Parallelizable	  single-‐pass	  nonce-‐free	  AE	  	  

[ABLMTY’13]	  

Associated	  data	   Message	  (COPE)	  

Tag	  genera(on	  

•  well	  parallelizable	  
•  two	  BC	  calls	  per	  block	  
•  nonce-‐misuse	  resistant	  
•  one-‐pass	  
•  common-‐prefix	  preserva(on	  
	  
Collabora(on	  with	  Elena	  Andreeva,	  	  
Atul	  Luykx,	  Bart	  Mennink,	  	  
Elmar	  Tischhauser,	  Kan	  Yasuda	  



Julius-‐ECB	  
[B’14]	  



Intel’s	  Haswell:	  	  
AES	  and	  field	  mul(plica(on	  	  

•  Latency	  L	  
•  Inverse	  throughput	  T-‐1	  
•  pclmulqdq	  largely	  improved	  (Haswell	  vs	  Sandy	  Bridge):	  
–  L=7	  vs	  L=14	  	  
–  T-‐1=2	  vs	  T-‐1=8	  



Single-‐message	  processing	  vs	  
mul(ple-‐message	  processing	  

•  In	  a	  typical	  networking	  environment	  one	  deal	  
with	  many	  shorter	  packets	  simultaneously	  

•  	  Bimodal	  distribu(on:	  
– 44%	  of	  packets	  between	  40	  and	  100	  bytes	  long	  
– 37%	  between	  1400	  and	  1500	  bytes	  long	  

•  Most	  data	  is	  transmined	  in	  packets	  of	  medium	  
size	  between	  1	  and	  2	  KB	  

•  Seong	  proposed	  at	  FSE’12	  



CBC	  encryp(on:	  
Single-‐	  vs	  mul(ple-‐message	  

•  CBC	  encryp(on	  is	  serial	  
•  CBC	  decryp(on	  is	  parallel	  



Main	  performance	  comparison	  



Speed-‐up:	  Ra(o	  single	  to	  mul(ple	  
message	  performance	  



Performance	  of	  nonce-‐based	  modes	  in	  
mul(ple-‐message	  seong	  



Performance	  of	  nonce-‐free	  modes	  in	  
mul(ple-‐message	  seong	  



Wrap-‐up	  
Nonce-‐based:	  
•  OCB	  and	  OTR	  are	  especially	  good	  (around	  0.7-‐0.9	  cpb	  at	  
several	  K)	  

•  CCM,	  	  CLOC/SILC,	  	  and	  JAMBU	  get	  significant	  speedups	  with	  
mul(ple	  messages	  

Nonce-‐misuse	  resistant:	  
•  COPA	  is	  especially	  good	  (down	  to	  1.4	  cpb	  at	  several	  K)	  
•  McOE-‐G	  and	  POET	  profit	  a	  lot	  from	  mul(ple-‐message	  
seong	  



	  Part	  2:	  	  
Polynomial-‐based	  AE:	  Weak	  keys,	  
Forgery,	  Twisted	  Polynomials	  and	  

Sliding	  GCM	  
	  
	  

Joint	  work	  with	  Mohamed	  Abdelraheem,	  
Peter	  Beelen	  and	  Elmar	  Tischhauser	  

	  
	  



Scope	  

•  Classes	  of	  weak	  keys	  
•  Explicit	  forgery	  polynomials	  
•  Full	  coverage	  of	  the	  key	  space	  

	  



Weak	  keys	  

•  A	  class	  of	  weak	  keys	  of	  size	  M	  if	  it’s	  possible	  
(Crypto’08):	  
– To	  test	  the	  membership	  in	  less	  than	  M	  effort	  and	  
queries	  

	  



Polynomial	  Authen(ca(on	  

M2	   M3	  

M1	  



Weak	  keys	  and	  forgeries	  for	  
polynomial	  authen(ca(on	  

•  Saarinen’s	  cycling	  forgery	  (FSE’12):	  
–  If	  H	  belongs	  to	  a	  (cyclic)	  subgroup	  of	  order	  t,	  then	  

	  	  	  	  and	  the	  anacked	  can	  swap	  Mi	  and	  Mi+t	  

•  Procter	  and	  Cid’s	  forgery	  framework	  (FSE’13):	  
– For	  any	  polynomial	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  with	  

– Forgery	  polynomial	  q	  
	  	   	  	   	  	  



Forgery	  polynomials	  

•  How	  to	  construct	  a	  forgery	  polynomial?	  
– Xt-‐1	  due	  to	  Saarinen,	  only	  for	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  :	  
•  The	  only	  known	  explicit	  construc(on	  
•  Limits	  the	  sizes	  and	  coverage	  of	  weak	  key	  classes	  

– “Manual”	  construc(on	  with	  
•  Usually	  not	  sparse	  -‐>	  heavy	  queries	  
•  High	  effort	  on	  the	  adversarial	  side	  	  



Forgery	  polynomials	  

•  Explicit	  construc(ons	  of	  forgery	  polynomials?	  

•  Complete	  disjoint	  coverage	  of	  the	  en(re	  key	  
space	  by	  forgery	  polynomials?	  



Twisted	  polynomials	  
•  Theory	  based	  upon	  the	  Ore	  rings	  	  
	  
	  
•  Provides	  a	  nice	  way	  to	  study	  linear	  maps	  from	  a	  
binary	  field	  to	  itself	  as	  a	  vector	  space	  over	  F2	  

•  Given	  a	  vector	  subspace	  of	  V	  of	  	  	  	  	  	  	  	  	  	  ,	  there	  is	  a	  
fast	  procedure	  to	  compute	  a	  polynomial	  whose	  
roots	  are	  exactly	  all	  elements	  of	  V	  



Mul(plica(on	  in	  the	  Ore	  ring	  



Construc(on	  of	  twisted	  polynomials	  



A	  twisted	  polynomial	  of	  degree	  231	  



A	  twisted	  polynomial	  of	  degree	  261	  



Complete	  disjoint	  coverage	  with	  
twisted	  polynomials	  

•  Cosets	  a+V	  of	  V:	  

•  An	  efficient	  way	  to	  par((on	  the	  key	  space	  into	  
classes	  of	  (weak)	  keys!	  

	  



Key	  recovery	  with	  twisted	  polynomials	  



Applica(ons	  
•  In	  a	  weak-‐key	  seong,	  universal	  forgeries	  for:	  
– GCM	  
– POET-‐G	  (withdrawn	  upon	  our	  weak-‐key	  analysis)	  
–  Julius	  

•  A	  note	  on	  GCM:	  
– One	  can	  produce	  forgeries	  even	  in	  the	  nonce-‐
respec(ng	  seong	  by	  using	  sliding	  techniques	  	  

– This	  requires	  a	  nonce	  length	  other	  than	  96	  bits	  



Wrap-‐up	  
•  Algebraic	  structure	  of	  polynomial	  authen(ca(on	  can	  lead	  
to	  anacks	  in	  a	  weak-‐key	  seong	  

•  Explicit	  forgery	  polynomials	  can	  be	  constructed	  efficiently	  
from	  Ore	  rings	  (linearized	  polynomials)	  

•  Disjoint	  coverage	  of	  the	  complete	  key	  space	  by	  sparse	  
linearized	  polynomials	  

•  New	  results	  for	  GCM,	  POET	  and	  Julius	  


